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************ START OF CHANGES************
[bookmark: _Toc106364513][bookmark: _Toc129959837]6.6	Security for 5G ProSe UE-to-UE Relay Communication
[bookmark: _Toc106364514][bookmark: _Toc129959838]6.6.1	General
[bookmark: _Toc106364515][bookmark: _Toc129959839]Editor’s Note: This clause describes the general description of the security for 5G ProSe UE-to-UE Relay Communication.
6.6.2	Security requirements
[bookmark: _Toc106364516][bookmark: _Toc129959840]Editor’s Note: This clause describes the security requirements for 5G ProSe UE-to-UE Relay Communication.
6.6.3	Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay
[bookmark: _Toc106364517][bookmark: _Toc129959841]6.6.3.1	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay with network assistance
Editor’s Note: This clause describes the security procedure for 5G ProSe PC5 Communication when the 5G ProSe Layer-3 UE-to-UE Relay is in coverage.
6.6.3.2	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay without network assistance
Editor’s Note: This clause describes the security procedure for 5G ProSe PC5 Communication when the 5G ProSe Layer-3 UE-to-UE Relay is out of coverage.
6.6.3.3	Selection between mechanisms with or without network assistance
5G ProSe End UEs (e.g., Source and Target-UE) and a 5G ProSe UE-to-UE Relay may negotiate and select a security mechanism with (Clause 6.6.3.1) or without (Clause 6.6.3.2) network assistance based on a security policy. 
The procedure involves the following steps. 
Step 0: Initial authorization of the UEs and provisioning/configuration with security parameters for different security mechanisms and policy for the negotiation/selection of a security mechanism.
Step 1: Source-UE and UE-to-UE Relay perform the discovery phase and indicate their coverage status.
Step 2: Source UE builds a Direct Communication Request message including its chosen security mechanism (e.g., with/without network assistance) and security parameters based on local policy depending on e.g., its coverage situation, service preferences, UE-to-UE Relay coverage indication, etc.
Step3: UE-to-UE Relay receives Source-UE's DCR message and determines whether the DCR message contains an explicit security mechanism indication and/or parameters which implicitly indicate a preferred security mechanism (e.g., with or without network assistance). The UE-to-UE Relay verifies whether the security mechanism and/or security parameters fit its coverage situation and whether the policy provisioned in step 0, in addition to any authorization information received in Step 2 allow the usage of Source UE's preferred security mechanism and security parameters. Based on the outcome of the evaluation, UE-to-UE Relay may either proceed with executing the requested security mechanism (e.g., with or without network assistance) or indicate a policy mismatch to Source-UE and request a different DCR message with its (i.e., UE-to-UE Relay’s) preferred security mechanism and parameters. 
The security mechanism negotiation is based on the policies provisioned to UEs in Step 0, which include, but are not limited to, the following:
· Which of the supported security mechanisms or security parameters are preferred to establish a secure link with and without network assistance by the ProSe service.
· Number of attempts permitted to agree on a security mechanism.
· Default prioritization list that determines which UE's (e.g., Source-UE, Target-UE, and UE-to-UE Relay) security mechanism is prioritized when UEs prefer different solutions. The prioritization list may depend for instance on the UE's function (e.g., Relay) or its coverage status (e.g., in-coverage vs out-of-coverage).

6.6.3.4	Identity privacy for communication for 5G ProSe Layer-3 UE-to-UE Relay
Editor’s Note: This clause describes security solution for protecting identity privacy for communication for 5G ProSe Layer-3 UE-to-UE Relay.
6.6.4	Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-UE Relay
Editor’s Note: This clause describes the security procedure for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-UE Relay.
6.6.4.1	Security procedure for 5G ProSe Layer-2 UE-to-UE Relay
Editor’s Note: This clause describes the security procedure for 5G ProSe Layer-2 UE-to-UE Relay.
6.6.5	Security for 5G ProSe UE-to-UE Relay Communication with integrated Discovery
Editor’s Note: This clause describes the security procedure for 5G ProSe UE-to-UE Relay Communication with integrated Discovery.
************ END OF CHANGES************

